Androidbehind the

SCenes
possibleattacks

and radical defense
measures




1. Crom A (o Z:

Low=level hack orF the TG Desire [RID
Readz@hlyleVVMiCpalititicn¥stelRy,




/dev/block/mmcbIk0

eMMC structure

../mme|kOp1

~/Mmebikop,

~/mmebikgps

"!mmelkOps

~/Mmebikgyy

~/Mmebikgpg

/mMmeblkop)g

To Do Bo o To To To Do Do Do Do o To Do Do Do Do Do Do To Do Do Do Do Do o I I»

/ dev/ block' mmcblkOp1 - 512 000- dbl

/ dev/ block' mmcblkOp3 - 4 608 000- osbl

/dev/ block' mmcblkOp4 - 1 024 - header rex_amss

/ dev/ block' mmcblkOp5 - 30 720000- rex_amss

/ dev/ block' mmcblkOp6 - 12 800000- modem DSP

/deVv/ block' mmcblkOp7 - 2097 152 - CIDQ Secure_FlagME], rcdataimg
/dev/ blockk mmchblkOp8 - 3 145728

/dev/ block' mmchblkOp9 - 2 097 152

/dev/ block' mmcbIkOp10- 1 048576

/dev/ block' mmcbIlkOp11- 1048576

/dev/ block' mmcbIkOp12 -8 961536

/dev/ block' mmcblkOp13- 3 145728- reserved for modenstorage
/dev/ block/ mmcblkOp14- 3 145728 - reserved for modenstorage
/dev/ block/ mmcblkOp15-1 048576

/dev/ block/ mmcblkOp16-9 172480

/dev/ block/ mmcbIkOpl7- 262 144- misc

/dev/ block/ mmcbIkOp18- 1 048576 - hboot

/dev/ block/ mmcblkOp19- 1 048576 - spl

/dev/ block/ mmcbIkOp20- 1 310720 - wifi

/dev/ block/ mmcblkOp21- 8 909824 - recovery

/ dev/ block/ mmcblkOp22 - 4 194 304 - boot

/dev/ block/ mmcblkOp23- 262 144- mfg

/dev/ block/ mmcblkOp24 - 2 096 128 - sp2

/ dev/ block/ mmcblkOp25 - 585104 896 - system

/dev/ block/ mmcblkOp26 - 1 232076 288 - userdata

/dev/ block/ mmcblkOp27 - 314572 288- cache

/devl block/ mmcblkOp28- 21 757 440 - devlog

/dev/ block/ mmcblkOp29- 262 144 - pdata
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Secure Flag 0/1, opportunities M
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00000000 | 0001 0203 0405 0607 0809 Oadb Oc0d Oe Of
00000200 | 31 31 3131 3131 3131 0000 0000 0000 0000 11111111........
——
\"0000210 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ID
000OOSED | ff ff ff ff ff fr ff ff If ff fr ff ff ff ff If mnmnunm%\
00000600 | 37 37 37 37 37 37 37 37 37 37 37 37 37 37 36 31 7777777777777761
90000610 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .uvuswnr... IMEI
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